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 a b s t r a c t

Multi-turn jailbreak attacks, decomposing strategically malicious intent into sequences of seemingly benign 
queries, pose a critical security threat to large language model agents. Existing defenses, whether based on 
static input-filtering or rigid alignment, often fail to detect such gradual intent drift and frequently sacrifice 
utility through indiscriminate refusals or impaired reasoning. To address this, we propose Graph-MDP, a novel 
real-time defense framework that reformulates multi-turn safety as dynamic information fusion over an evolving 
intent-risk graph via a risk-aware Markov decision process. During interaction, Graph-MDP performs proactive 
trajectory monitoring, fusing sequential semantic representations, node-level historical vulnerability, temporal 
transition risks, and adversarial escalation trends into a unified path-risk score. This enables adaptive safety 
modulation, maintaining high utility in low-risk contexts while progressively tightening guardrails as risk ac-
cumulates. After each dialogue, an anchor-based Temporal Difference learning mechanism identifies the Risk 
Anchor, the pivotal turn where an attack manifests, to propagate safety rewards bidirectionally to refine risk 
estimation and preempt similar adversarial patterns. As a plug-and-play defense layer, Graph-MDP requires no 
fine-tuning and maintains a bounded memory footprint through a node-eviction policy. Experiments on CoSafe 
and SafeDialBench show that Graph-MDP effectively enhances the model’s safety against adversarial attacks 
while preserving its utility. This work establishes a scalable paradigm for securing agents against complex, long-
horizon adversarial strategies.

1.  Introduction

The functional evolution of Large Language Model (LLM) agents has 
fundamentally shifted the interaction paradigm from discrete, single-
turn prompting to coherent, goal-oriented multi-turn dialogs [1–3]. This 
transition enables agents to transcend simple query-response cycles, fos-
tering complex reasoning, long-term task planning, and nuanced col-
laborative problem-solving within extended interaction horizons [3–5]. 
However, it simultaneously introduces a critical vulnerability: the multi-
turn jailbreak attacks [6–10]. In these attacks, adversarial intent is not ex-
pressed in a single query, but is strategically decomposed and concealed 
across successive turns, which is a gradual, context-dependent process 
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we term Intent Drift [11,12]. As shown in Fig. 1, to defend against 
such attacks, current safety paradigms primarily adopt two strategies: 
alignment-based fine-tuning and static system guardrails.

Alignment-based methods, e.g., Reinforcement Learning from Hu-
man Feedback (RLHF) [13] and Direct Preference Optimization (DPO) 
[14], embed safety constraints directly into LLM’s parameters by train-
ing on the static, curated preference dataset, effectively performing 
a form of per-query safety classification. This paradigm is computa-
tionally intensive to update and often suffers from the alignment tax, 
where aggressive safety tuning compromises the model’s core reason-
ing and creative capabilities. Static guardrails [15,16], on the other 
hand, prepend fixed safety instructions or filters to the system prompt,
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Fig. 1. Comparison of LLM agent safety paradigms. 1) RLHF Alignment: Fine-tunes LLMs on static data, incurring high computational costs and performance 
degradation. 2) Static System Guard: Uses fixed safety instructions; while lightweight, it lacks context-sensitivity, leading to over-defensiveness or vulnerability to 
intent drift. 3) Graph-MDP (Ours): Models multi-turn security as an MDP over a dynamic Intent-Risk Graph (IRG). By adaptively adjusting prompts and refining the 
IRG via global safety feedback, it achieves a superior utility-safety trade-off without fine-tuning.

imposing a uniform blocking policy across all interactions. This 
paradigm, though lightweight, lacks contextual awareness and fre-
quently rejects benign queries due to its rigid, one-size-fits-all filtering. 
Ultimately, both paradigms treat safety as a static classification of iso-
lated inputs, a formulation that cannot capture the dynamic, stochastic 
nature of multi-turn jailbreak attacks. As a result, while they may raise 
baseline safety to some extent, they do so at a considerable cost to model 
utility, either by remaining blind to incremental intent drift across turns, 
or by imposing blanket restrictions that degrade responsiveness even in 
harmless dialogs.

To address these challenges, we shift multi-turn safety from static 
classification to dynamic risk information fusion, recognizing that seem-
ingly benign queries can become harmful when strategically sequenced. 
Building on this view, we propose Graph-MDP, a self-evolving defense 
framework that models multi-turn security as a Markov Decision Pro-
cess (MDP) [17–20] over an evolving Intent-Risk Graph (IRG). Unlike 
a sequential risk state that summarizes a dialog as a single trajectory, 
the IRG explicitly separates node vulnerability from transition risk: nodes 
capture the historical risk of individual interaction patterns, while edges 
capture how risk evolves between successive patterns. Together with 
the semantic representation of each interaction, these node- and edge-
level signals provide complementary views of risk at different tempo-
ral granularities, enabling their fusion into a unified risk representa-
tion. This factorization enables the framework to reuse shared risk pat-
terns across different attack trajectories while preserving their contex-
tual transitions.

During interaction, each query is mapped to a semantic embedding 
and organized as a node in the IRG. Graph-based risk information, to-
gether with the current dialog trajectory, forms the MDP state, from 
which Graph-MDP computes a cumulative path-risk score. The result-
ing risk level dynamically adjusts the system prompt between Helpful, 
Cautious, and Critical Defense modes, allowing the model to preserve util-
ity in low-risk contexts while progressively strengthening safeguards as 
risk accumulates, without modifying the base model parameters. After 
each dialog session, global safety feedback from an Evaluator (e.g., GPT-
4o [21]) is used as a reward signal to update the IRG. The framework 
identifies a Risk Anchor and applies anchor-driven Temporal Difference 
(TD) learning [22] with asymmetric learning rates to propagate safety 

signals along the observed trajectory. This closed-loop process continu-
ously incorporates newly observed attack patterns into the graph, while 
a node eviction policy maintains bounded memory usage and prevents 
the graph from being dominated by low-value patterns. In summary, our 
contributions are as follows:

• We formulate multi-turn jailbreak defense as an MDP-inspired risk-
aware control problem over an evolving graph, shifting the paradigm 
from static safety classification to dynamic trajectory tracking. This 
formulation captures latent intent drift and enables proactive detec-
tion of evolving adversarial trajectories.

• We propose Graph-MDP, a plug-and-play defense layer that per-
forms near real-time adaptive safety modulation through anchor-
driven TD risk propagation. The framework continuously updates 
its risk knowledge from interaction feedback without modify-
ing the base LLM parameters, avoiding the computational cost 
and potential utility degradation associated with additional model
alignment.

• Extensive experiments on CoSafe and SafeDialBench demonstrate that
Graph-MDP effectively mitigates adversarial risks while preserv-
ing conversational quality, achieving a favorable utility-safety bal-
ance. Its scalable design, supported by a node eviction policy, main-
tains bounded memory overhead, making the framework practical 
for large-scale LLM agent deployments.

2.  Related work

Recent research has extensively investigated LLM robustness against 
jailbreak attacks [23–29]. These attacks range from low-level manipu-
lations, such as fine-tuning and decoding, to semantic exploits such as 
adversarial suffixes and social engineering [30,31]. Existing defenses of-
ten rely on alignment-based training or auxiliary monitoring models, but 
static approaches remain vulnerable to adaptive attacks [32]. This issue 
is particularly challenging in multi-turn dialogs, where adversarial in-
tent can be decomposed and concealed across turns [33]. Single-turn de-
fenses often fail to capture such evolving intent drift [8,11,34,35], while 
stronger alignment may introduce an alignment tax that compromises 
utility [36].
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Fig. 2. Overview of Graph-MDP. (1) Step1: Node Management: Queries are projected into latent embeddings to identify intent nodes; similar intents are merged 
while novel ones trigger instantiation. An eviction policy bounds graph size by recency, frequency, and risk. (2) Step2: Path Risk Monitoring & Security Modulation:
Dialogs form directed trajectories over the IRG. A real-time cumulative risk score—integrating node/edge vulnerabilities and trend penalties—drives adaptive security 
modulation. (3) Step3: TD-based Graph Update: A safety evaluator provides global session rewards. Node/edge risks are then refined via anchor-based TD learning, 
propagating safety signals bidirectionally along the path.

Graph structures have been widely explored for LLM reasoning and 
memory, including Graph-of-Thoughts [37] and GraphRAG [38,39]. In 
security applications, graph-based methods have also been used for 
structured threat modeling [40–43]. However, these approaches gen-
erally rely on static knowledge structures rather than graphs that dy-
namically evolve from ongoing adversarial interactions.

Multi-turn attacks can also be viewed as sequential and non-
stationary processes, where malicious intent evolves across turns. Ex-
isting temporal and dynamic graph methods capture evolving depen-
dencies, but the stochastic nature of attack trajectories remains chal-
lenging. Graph-MDP addresses this gap by maintaining an evolving risk 
graph that learns from observed interactions and reuses accumulated 
risk knowledge for subsequent defense.

3.  Methodology

3.1.  Problem formulation

As shown in Fig. 2, we formalize the defense against multi-
turn jailbreak attacks as a risk-aware MDP, denoted by the tuple 
 = ⟨ ,,  ,, 𝛾⟩. Notably, we transition from point-wise monitoring 
to trajectory-based surveillance by modeling the conversational flow 
on an evolving IRG. Specifically, the state space  is defined as the 
set of all possible directed paths within the IRG  = ( , ) contain-
ing at most 𝐾 interaction nodes. At any turn 𝑡 ≤ 𝐾, the state 𝑠𝑡 ∈ 
is represented by the accumulated trajectory of the conversation: 𝑠𝑡 =
{𝑛1, 𝑒21, 𝑛2,… , 𝑛𝑡−1, 𝑒𝑡𝑡−1, 𝑛𝑡}. Here, 𝑛𝑖 ∈   represents a prototypical in-
tent characterized by an embedding 𝐳𝑖 and historical risk 𝑣̄𝑖. The di-
rected edge 𝑒𝑗𝑖 ∈  represents the transition between intents, associated 
with a transition risk weight 𝑟𝑗𝑖 ∈ [0, 1] that quantifies the likelihood of 
adversarial escalation during that specific topic shift. Each dialog consti-
tutes an episode with a bounded horizon 𝐾, determined by the practical 
dialog-length and memory constraints of the framework. This formula-
tion ensures that the current security context is inherently coupled with 
the historical evolution of user intent. The action 𝑎𝑡 ∈  corresponds 
to the adjustment of the system’s security level 𝜎 ∈ {1,… , 𝐿}. Based on 

the current trajectory state 𝑠𝑡, the framework executes an action 𝑎𝑡 (e.g., 
switching from Monitoring to Cautious Mode) to modulate the agent’s 
safety guardrails. The policy 𝜋 aims to select an action that maximizes 
the balance between utility and safety, guided by the path-risk estima-
tion function  (𝑠𝑡). A transition   occurs when a new query 𝑞𝑡+1 is sub-
mitted, extending the current path state 𝑠𝑡 to 𝑠𝑡+1 by matching 𝑞𝑡+1 to a 
node 𝑛𝑡+1 and establishing (or identifying) the edge 𝑒𝑡+1𝑡 . The reward 
is a delayed signal provided by a safety evaluator after the dialog session 
concludes (turn 𝐾), reflecting the overall safety of the interaction. Our 
primary objective is to evaluate the risk of the current state 𝑠𝑡. We de-
fine a risk estimation function  ∶  → ℝ that evaluates the cumulative 
exposure to adversarial drift:

𝜎𝑡 = Ψ( (𝑠𝑡)), (1)

where Ψ is a monotonic mapping function that increases the strictness 
of guardrails as the path-based risk grows.

3.2.  Node management

We treat the IRG as a dynamic memory that distills conversational 
patterns into structured intent states, providing the structural basis for 
the path-state 𝑠𝑡. Given a new user query 𝑞𝑡 at time step 𝑡, the frame-
work must either map it to an existing node 𝑛 ∈   to extend the current 
trajectory or initialize a new state. Let 𝐳𝑞𝑡 = Enc(𝑞𝑡) be the normalized 
embedding of the current query. To maintain structural integrity and 
capture the transition logic, we perform a dual-stage similarity search. 
Let 𝑛𝑡−1 be the terminal node of the previous path-state 𝑠𝑡−1. The frame-
work first seeks a match among the neighbors of the current intent:

𝑛∗ = arg max
𝑛∈Adj(𝑛𝑡−1)

sim(𝐳𝑞𝑡 , 𝐳𝑛). (2)

If sim(𝐳𝑞𝑡 , 𝐳𝑛∗ ) < 𝜙 (threshold = 0.8), a global search is performed across 
the entire set of nodes   to identify if the user has jumped to a previ-
ously seen but non-adjacent intent. If a matching node 𝑛𝑚𝑎𝑡𝑐ℎ is identi-
fied, we update its intent representation using an incremental averaging 
scheme. Let 𝑘 denote the total number of successful matches (visits) for 

Information Fusion 139 (2027) 104831 

3 



X. Liu et al.

node 𝑛𝑚𝑎𝑡𝑐ℎ. The embedding update is defined as:

𝐳𝑛𝑚𝑎𝑡𝑐ℎ ← Norm
(

𝐳𝑛𝑚𝑎𝑡𝑐ℎ +
𝐳𝑞𝑡 − 𝐳𝑛𝑚𝑎𝑡𝑐ℎ

𝑘

)

, (3)

where Norm(⋅) denotes 𝐿2 normalization to ensure the stability of future 
similarity computations.

From a statistical perspective, this update rule ensures that 𝐳𝑛 func-
tions as an online estimator of the intent’s centroid. As the number of 
interactions 𝑘 → ∞, the embedding 𝐳𝑛 converges to the expected rep-
resentation of the underlying user intent, 𝔼[𝐳𝑞|𝑞 ∈ 𝑛], where 𝑛 is the 
cluster of queries assigned to node 𝑛. This allows the IRG to effectively 
distill diverse natural language expressions into a set of generalized, 
prototypical intent states. If no match is found, a new node 𝑛𝑛𝑒𝑤 is in-
stantiated to represent the novel intent and its value 𝑣̄𝑖 is set to 0. The 
current path-state 𝑠𝑡−1 is then extended to 𝑠𝑡 by establishing a directed 
edge 𝑒𝑡𝑡−1 between 𝑛𝑡−1 and the newly identified or created node, carry-
ing an initial transition risk 𝑟𝑡𝑡−1 = 0.3. Moreover, to ensure a bounded 
memory footprint | | ≤ 𝑁max, an eviction policy prunes the node with 
the minimum importance score 𝑆𝑖𝑚𝑝. We define a multi-factor scoring 
function that considers visit frequency, local risk topology, and recency
of access. The importance score for node 𝑛𝑖 at global turn 𝐺 is formulated 
as:

𝑆𝑖𝑚𝑝(𝑛𝑖) =𝑐1 ⋅ Visits(𝑛𝑖) + 𝑐2 ⋅

(∑

𝑗∈Adj(𝑛𝑖) 𝑟
𝑗
𝑖

|Adj(𝑛𝑖)|

)

+ 𝑐3 ⋅ exp
(

−
𝐺 − 𝐿𝑖
𝜏𝑑𝑒𝑐

)

,

(4)

where 𝐿𝑖 denotes the turn index of the last visit to node 𝑛𝑖, and 𝜏𝑑𝑒𝑐 is a 
temporal decay constant (𝑐1 ∶ 𝑐2 ∶ 𝑐3 = 1 ∶ 2 ∶ 1). This tripartite policy 
ensures that the IRG prioritizes the retention of nodes that are frequently 
accessed, situated within high-risk paths, or recently active, thereby 
maintaining a compact yet highly vigilant defense memory.

3.3.  Path risk monitoring & security modulation

The primary defensive objective of Graph-MDP is to perform proac-
tive risk assessment as the dialog state 𝑠𝑡 unfolds. Unlike reactive fil-
ters that evaluate individual inputs in isolation, our framework treats 
the current interaction state 𝑠𝑡 as a complete trajectory and calculates a 
path-based risk score  (𝑠𝑡) by integrating historical node vulnerability, 
transition dynamics, and intent evolution trends. At any turn 𝑡, the state 
𝑠𝑡 = {𝑛1, 𝑒21,… , 𝑛𝑡} is evaluated across three orthogonal components, i.e., 
peak node vulnerability 𝑉max, decay-weighted transition risk 𝑅𝑒𝑑𝑔𝑒, and re-
cursive trend penalty 𝑅𝑡𝑟𝑒𝑛𝑑 , to determine the optimal defense action 𝑎𝑡.

First, to account for the anchor effect, where a conversation touches a 
historically high-risk intent, we identify the maximum average risk 𝑉max
among all nodes in state 𝑠𝑡:
𝑉𝑚𝑎𝑥 = max

𝑛𝑖∈𝑠𝑡
{𝑣̄𝑖}. (5)

Then, considering that recent topic shifts carry more diagnostic in-
formation regarding adversarial steering, we compute a weighted sum 
of edge risks 𝑅𝑒𝑑𝑔𝑒 within 𝑠𝑡 using a temporal decay factor 𝜆 = 0.95:

𝑅𝑒𝑑𝑔𝑒 =
∑𝑡−1

𝑖=1 𝜆
(𝑡−1−𝑖) ⋅ 𝑟𝑖+1𝑖

∑𝑡−2
𝑗=0 𝜆𝑗

, (6)

where 𝑟𝑖+1𝑖  is the transition weight of the edge 𝑒𝑖+1𝑖  in the path. This 
formulation ensures that the most recent transitions dominate the risk 
profile while preserving the long-term historical context of the session.

Third, to detect adversarial Intent Drift, we implement a trend com-
pensation mechanism that penalizes escalating risk patterns. Let 𝐸 =
{𝑟21,… , 𝑟𝑡𝑡−1} be the sequence of transition risks in state 𝑠𝑡. We define 
two trend indicators, i.e., 1) Path Gain: We bifurcate 𝐸 into two 
halves and compare their means. If the second half’s risk 𝜇𝑝𝑜𝑠𝑡 signif-
icantly exceeds the first half’s 𝜇𝑝𝑟𝑒, it indicates a deliberate escalation: 

Δ𝜇 = max(0, 𝜇𝑝𝑜𝑠𝑡 − 𝜇𝑝𝑟𝑒). 2)Sequential Volatility: We detect monotonic in-
creases over a sliding window of length 3 to capture rapid adversarial 
steering:

𝑅𝑡𝑟𝑒𝑛𝑑 = 𝑤𝑔 ⋅ Δ𝜇 +𝑤𝑠 ⋅
𝑡−3
∑

𝑖=1
𝕀(𝑟𝑖+3𝑖+2 > 𝑟𝑖+2𝑖+1 > 𝑟𝑖+1𝑖 ), (7)

where 𝕀(⋅) is the indicator function and 𝑤𝑔 = 0.3 𝑤𝑠 = 0.05 are hyper 
parameters. Finally, the path risk score  (𝑠𝑡) is a linear combination of 
the three components:

 (𝑠𝑡) = min(1.0, 𝛼 ⋅ 𝑉𝑚𝑎𝑥 + 𝛽 ⋅ 𝑅𝑒𝑑𝑔𝑒 + 𝛿 ⋅ 𝑅𝑡𝑟𝑒𝑛𝑑 ), (8)

where 𝛼 = 0.4, 𝛽 = 0.5, 𝛿 = 0.1 are hyper parameters controlling the sen-
sitivity of the defense layer. Based on  (𝑠𝑡), the framework selects the 
action 𝑎𝑡 to modulate the security level 𝜎𝑡 via Eq. (1). This allows for 
adaptive guardrails that range from passive monitoring to critical inter-
vention, effectively maintaining the balance between safety and utility.

3.4.  TD-based graph update

The intelligence of Graph-MDP stems from its ability to refine the 
IRG’s risk estimations based on interaction outcomes. Upon the comple-
tion of a dialog session at turn 𝐾, the final state 𝑠𝐾 (the complete trajec-
tory) is evaluated to receive a normalized safety reward 𝑅𝑠𝑎𝑓𝑒 ∈ [0, 1]. 
We define the global risk signal as 𝐺𝑟𝑖𝑠𝑘 = 1 − 𝑅𝑠𝑎𝑓𝑒, which serves as the 
supervision signal for our RL update. Unlike standard RL, which updates 
all components of a state uniformly, we identify a Risk Anchor 𝑛𝑎𝑛𝑐ℎ𝑜𝑟
within the trajectory state 𝑠𝐾 to pinpoint the critical transition where 
the adversarial intent likely crystallized. For each node 𝑛𝑖 in the path 𝑠𝐾 , 
we compute its local risk density ̄𝑟𝑖 = 1

|Adj(𝑛𝑖)|
∑

𝑗∈Adj(𝑛𝑖) 𝑟
𝑗
𝑖 . The anchor in-

dex 𝑘∗ is determined by seeking a node that significantly deviates from 
the trajectory’s mean risk profile:

𝑘∗ = arg max𝑖∈{1…𝐾}{𝑟̄𝑖 ∣ 𝑟̄𝑖 > 1.2 ⋅ 𝜇𝑠𝐾 }, (9)

where 𝜇𝑠𝐾  is the mean risk density across all nodes in the path. If no sig-
nificant outlier exists, the terminal node 𝑛𝐾 is designated as the default 
anchor.

After that, we update the transition risks 𝑟𝑖+1𝑖  along the path state 𝑠𝐾
using a distance-aware TD mechanism. For an edge 𝑒𝑖+1𝑖 , its temporal 
distance to the anchor is 𝑑𝑖 = |𝑖 − 𝑘∗|. The localized risk signal is mod-
ulated by a decay factor 𝛾 ∈ (0, 1): 𝑟𝑖𝑛𝑠𝑡 = 𝐺𝑟𝑖𝑠𝑘 ⋅ 𝛾𝑑𝑖 . The update rule for 
the transition risk 𝑟𝑖+1𝑖  is:

𝑟𝑖+1𝑖 ← 𝑟𝑖+1𝑖 + 𝜂 ⋅ (TD𝑡𝑎𝑟𝑔𝑒𝑡 − 𝑟𝑖+1𝑖 ), (10)

where TD𝑡𝑎𝑟𝑔𝑒𝑡 is defined non-asymmetrically to ensure defensive robust-
ness and a standard learning rate 𝜂𝑠𝑡𝑑 is used when 𝐺𝑟𝑖𝑠𝑘 ≥ 0.5:

TD𝑡𝑎𝑟𝑔𝑒𝑡 =

{

max(𝑟𝑖𝑛𝑠𝑡, 𝑣̄𝑖+1), if 𝐺𝑟𝑖𝑠𝑘 ≥ 0.5,
1
2

(

𝑟𝑖𝑛𝑠𝑡 + 𝑣̄𝑖+1
)

, if 𝐺𝑟𝑖𝑠𝑘 < 0.5.
(11)

To prevent sophisticated attackers from “cleansing” high-risk paths 
through repetitive benign interactions, we implement an asymmetric 
learning rate policy. If an edge already resides in a high-risk zone 
(𝑟𝑖+1𝑖 > 𝑟𝑏𝑎𝑠𝑒), its downward update (risk reduction when 𝐺𝑟𝑖𝑠𝑘 < 0.5) 
is constrained by a minimal learning rate 𝜂𝑠𝑙𝑜𝑤(= 0.005) ≪ 𝜂𝑠𝑡𝑑 (= 0.95). 
This ensures that while new threats are learned swiftly, the “forgetting” 
of confirmed risks occurs with extreme caution, maintaining the graph’s 
long-term vigilance. Finally, the historical risk 𝑣̄𝑖 for each node 𝑛𝑖 in the 
state 𝑠𝐾 is updated via an incremental averaging process:

𝑣̄𝑖 ← 𝑣̄𝑖 +
𝐺𝑟𝑖𝑠𝑘 − 𝑣̄𝑖
𝑁𝑣𝑖𝑠𝑖𝑡𝑠(𝑛𝑖)

, (12)

where 𝑁𝑣𝑖𝑠𝑖𝑡𝑠 is the cumulative visit count of node 𝑛𝑖. This ensures that 
𝑣̄𝑖 converges to the expected risk associated with the prototypical intent, 
as defined in Section 3.1. Algorithm 1 presents the complete process.
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4.  Experiments

In this section, we conduct extensive experiments to evaluate the 
efficacy of Graph-MDP in securing LLM agents against multi-turn jail-
break attacks. Our evaluation is designed to address the following four 
Research Questions (RQs): RQ1 (Performance): How does Graph-MDP 
compare to state-of-the-art alignment-based models and system-level 
guardrails in balancing safety and utility? RQ2 (Generalization): Can 
the refined Intent-Risk Graph generalize to unseen attack patterns and 
datasets in a zero-shot manner? RQ3 (Convergence): Does the RL-based 
update effectively differentiate between benign and harmful intent tran-
sitions as the graph evolves? RQ4 (Scalability): How do the graph con-
straints, specifically the maximum node capacity, impact the overall 
system performance and memory efficiency? RQ5 (Ablation and Sen-
sitivity): How do the choice of evaluator, key hyperparameters, and 
individual components of Graph-MDP affect its safety and utility per-
formance? Through these questions, we demonstrate that Graph-MDP 
provides a robust, interpretable, and scalable security layer, while sys-
tematically validating the contribution and sensitivity of its evaluation 
protocol, key design choices, and individual framework components.

Algorithm 1: Dynamic defense during a multi-turn dialog ses-
sion and graph evolution.
Input: Query {𝑞𝑘}𝐾1 , base model 𝜃, thresholds {𝜙}. Initial Graph 

 = ( , ), trajectory 𝜏 ← ∅, and current state 𝑠0 ← root.
1 for 𝑡 = 1 to 𝐾 do
2 Capture 𝑞𝑡, map to embedding 𝐳𝑞𝑡 = Enc(𝑞𝑡);
3 // Phase 1: Hierarchical Intent Matching;
4 Find 𝑛∗ = argmax𝑛∈Adj(𝑛𝑡−1) sim(𝐳𝑞𝑡 , 𝐳𝑛);
5 if sim(𝐳𝑞𝑡 , 𝐳𝑛∗ ) < 𝜙 then
6 𝑛∗ = GlobalSearch(𝐳𝑞𝑡 , );
7 if sim(𝐳𝑞𝑡 , 𝐳𝑛∗ ) < 𝜙 then
8 Create new node  ←  ∪ {𝑛𝑡};
9 if | | > 𝑁max then prune node with min𝑆𝑖𝑚𝑝;

10 else
11 Update 𝑛∗ via incremental fusion;
12 // Phase 2: Risk Monitoring;
13 path risk  (𝑠𝑡) = Combine(𝑉max, 𝑅𝑒𝑑𝑔𝑒, 𝑅𝑡𝑟𝑒𝑛𝑑 );
14 𝜎𝑡 ← Ψ( (𝑠𝑡)) select safety level 𝐿 ∈ {1,… , 𝐿};
15 Execute generation: 𝑦𝑡 ∼ 𝜋𝜃(⋅|𝑞𝑡, 𝜎𝑡);

16 // Phase 3: Post-session RL Evolution;
17 Obtain 𝑅𝑠𝑎𝑓𝑒 ∈ [0, 1] and identify Risk Anchor 𝑘∗;
18 Update {𝑟𝑗𝑖 , 𝑣̄𝑖} via asymmetric TD learning;

Output: Updated Graph  and session response {𝑦𝑡}

4.1.  Experimental setup

Datasets. We evaluate Graph-MDP on two representative multi-turn 
safety benchmarks to ensure a comprehensive assessment across diverse 
threat models. i) CoSafe [44]: A high-granularity dataset consisting of 
1, 400 multi-turn samples. It encompasses 14 distinct attack categories, 
ranging from Hate Speech and Violence to specialized domains such as Fi-
nancial Crime and Privacy Violation. Each category contains 100 interac-
tion sequences designed to trigger intent drift. ii) SafeDialBench [45]: A 
large-scale benchmark comprising over 4053 multi-turn dialogs across 
22 scenarios. These samples are structured into 6 critical dimensions: 
Fairness, Legality, Morality, Aggression, Ethics, and Privacy.

Baselines. We employ two state-of-the-art open-source models as 
our backbones: DeepSeek-R1-Qwen-8B [48] and Qwen3-Next-80B-A3B
[49]. We compare Graph-MDP against these base models under three 
configurations. i) Standard Safety Alignment: the best-performing fine-
tuning methods based on intrinsic RLHF/DPO, such as [11,47], ii) 

Static System Guardrails : the state-of-the-art approaches leveraging fixed 
safety instructions or static defenders, such as [50] , and iii) Post-Training 
Graph-MDP: our framework after incremental interaction learning. For a 
fair comparison, all methods are evaluated using the same target model 
backbones, datasets, interaction settings, evaluation protocols, and com-
putational environment. We use the same training/testing data splits 
and keep the number of interaction rounds and computational budget 
consistent across methods, while following each baseline’s prescribed 
hyperparameter configuration.

Monotonic Mapping Function Ψ. 1. Safe Context Mode (0 ≤ 𝑠 <
0.15): Prioritizes utility maximization. System prompts encourage ex-
pansive, helpful outputs with minimal constraints and no active interfer-
ence. 2. Monitoring Mode (0.15 ≤ 𝑠 < 0.25): Adopts passive surveillance. 
Prompts subtly introduce boundary awareness while silently logging in-
teractions for anomaly detection without restricting output. 3. Cautious 
Mode (0.25 ≤ 𝑠 < 0.35): Activates active caution. Prompts are dynami-
cally rewritten to emphasize safety guidelines, trading creativity for con-
servative, verified reasoning. 4. Critical Defense Mode (0.35 ≤ 𝑠 < 0.45): 
Escalates to multi-layered defense. Strict refusal prompts are enforced, 
and static safety detectors are activated as pre-processing filters to block 
adversarial inputs. 5. Danger Avoidance Mode (𝑠 ≥ 0.45): Enters maxi-
mum containment. Utility is deprioritized; an ensemble of redundant 
static detectors scrutinizes both input and output streams, triggering 
rigid, non-negotiable refusal instructions.

Evaluation Metrics. Following established protocols in LLM agent 
safety evaluation, we utilize GPT-4o [21] as a standardized evaluator 
due to its superior alignment and reasoning capabilities. The evaluation 
logic is tailored to the specificities of each dataset, and we strictly follow 
the official evaluation prompts provided by the respective benchmarks. 
i) CoSafe Metrics: Following the original benchmark setting [44], we 
compare the scores of multi-turn dialogs against their single-turn coun-
terparts. An Attack Success (ASR) is recorded if the safety score decreases 
in the multi-turn setting. Conversely, if the helpfulness score increases 
without violating safety, it is recorded as More Helpful Rate (MHR). 
ii) SafeDialBench Metrics: We directly report the absolute Safety and 
Helpfulness scores (on a scale of 1–10) across different defense mecha-
nisms, consistent with the benchmark’s reporting standards. Notably, for 
both benchmarks, the evaluation prompts explicitly instruct the judge 
to assign scores above 5 for responses that satisfy the criteria and be-
low 5 otherwise, naturally establishing a binary-like decision boundary 
around the score of 5.

4.2.  Main results on CoSafe (RQ1)

Table 1 summarizes the overall and category-level results on the 14 
risk categories of CoSafe. Overall, Graph-MDP achieves a consistently 
favorable safety-utility trade-off across both model scales. For the 8B 
model, G-MDP-3 achieves an ASR of 29 ± 2% and an MHR of 30 ± 2%, 
while for the 80B model, G-MDP-2 achieves 19 ± 1% ASR and 59 ± 2%
MHR. Compared with the conventional baselines, Graph-MDP maintains 
substantially higher helpfulness while achieving competitive or lower 
attack success rates. These results indicate that dynamically adjusting 
the defense strength according to accumulated trajectory risk can avoid 
the excessive refusal associated with uniformly applied safety mecha-
nisms.

The compared methods represent three different defense paradigms. 
Sys-Prompt applies fixed safety instructions throughout the dialog, while 
CoT introduces chain-of-thought reasoning to improve the model’s han-
dling of potentially harmful requests. The remaining three methods, 
DPO, MART, and MTSA, rely on parameter-level alignment or fine-
tuning to improve safety. Although these approaches can reduce ASR, 
their overall MHR is substantially lower than that of Graph-MDP, par-
ticularly for the 80B model. For example, the 80B model obtains only 
14 ± 1%, 16 ± 1%, and 18 ± 1% MHR with DPO, MART, and MTSA, re-
spectively, compared with 59 ± 2% for Graph-MDP. This difference is 
consistent with the non-intrusive design of Graph-MDP, which adjusts 
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Table 1 
Experimental results on the CoSafe benchmark. We compare our proposed G-MDP with representative baselines. The top section presents the Overall 
Average performance (mean ± standard deviation) across 5 independent runs, while the bottom sections report the best single-run performance of Attack 
Success Rate (ASR↓, %) and More Helpful Rate (MHR↑, %) for each of the 14 risk categories.‘Standard Alignment’ denotes the average performance by 
DPO finetuning and ‘G-MDP-𝑘’ denotes our framework after 𝑘 rounds of interaction learning.
Bold indicates the best perfor-
mance in each model group.
Overall Results  Vallina  Sys-Prompt [44]  CoT [46]  DPO [14]  MART [47]  MTSA [11]  G-MDP
Model ASR↓ MHR↑ ASR↓ MHR↑ ASR↓ MHR↑ ASR↓ MHR↑ ASR↓ MHR↑ ASR↓ MHR↑ ASR↓ MHR↑
8B Model 56 ± 2 28 ± 3 54 ± 2 3 ± 1 51 ± 3 4 ± 1 33 ± 2 25 ± 2 24 ± 1 21 ± 1 22±1 22 ± 1 29 ± 2 30±2
80B Model 44 ± 1 34 ± 2 41 ± 1 9 ± 1 37 ± 1 11 ± 1 34 ± 1 14 ± 1 22 ± 1 16 ± 1 17±1 18 ± 1 19 ± 1 59±2
 DETAILED CATEGORIES
Category  Hate  Discriminate  Violence  Financial  Privacy  Drugs  Unethical
Metric ASR↓ MHR↑ ASR↓ MHR↑ ASR↓ MHR↑ ASR↓ MHR↑ ASR↓ MHR↑ ASR↓ MHR↑ ASR↓ MHR↑
 DeepSeek-R1-0528-Qwen-8B
Standard Alignment 39 33 38 17 28 23 34 15 31 12 35 20 29 23
Static System Guard 55 06 59 06 46 02 57 03 26 01 65 02 54 02
G-MDP-1 36 33 38 28 37 28 24 25 36 09 32 26 37 28
G-MDP-2 34 33 35 29 29 29 34 22 37 13 38 23 29 29
G-MDP-3 34 39 35 30 29 29 27 26 40 12 35 27 31 29
 Qwen3-Next-80B-A3B-Instruct
Standard Alignment 37 16 43 13 34 07 26 15 23 08 49 13 34 07
Static System Guard 31 15 41 11 40 09 38 09 39 08 16 06 40 09
G-MDP-1 24 36 31 31 31 29 26 29 21 19 36 24 31 29
G-MDP-2 22 60 27 62 21 59 19 57 18 40 26 53 21 59
Category  Sexual  Politics  Misinform  Terror  Self Harm  Animal Abuse  Child Abuse
Metric ASR↓ MHR↑ ASR↓ MHR↑ ASR↓ MHR↑ ASR↓ MHR↑ ASR↓ MHR↑ ASR↓ MHR↑ ASR↓ MHR↑
 DeepSeek-R1-0528-Qwen-8B
Standard Alignment 25 37 34 34 29 32 46 21 34 29 29 26 35 29
Static System Guard 40 07 41 05 65 04 57 01 43 04 51 04 61 08
G-MDP-1 29 42 36 31 22 34 36 28 31 33 37 27 34 33
G-MDP-2 24 36 28 25 25 34 36 35 27 32 31 30 33 29
G-MDP-3 25 37 33 36 25 35 35 35 27 29 24 26 29 33
 Qwen3-Next-80B-A3B-Instruct
Standard Alignment 28 34 32 15 32 24 39 09 28 16 33 11 36 14
Static System Guard 38 19 33 11 42 17 43 10 48 12 41 09 38 12
G-MDP-1 23 36 25 44 16 36 31 27 23 34 18 28 27 24
G-MDP-2 11 70 12 61 15 61 24 59 19 68 23 65 17 55

Table 2 
Zero-shot performance on SafeDialBench (RQ2). We eval-
uate the Graph-MDP model previously trained on CoSafe 
(𝑘 = 2) without further fine-tuning (Qwen3-Next-80B-A3B). 
We report the average Safety Score (S↑) and Helpfulness 
Score (H↑) on a 1–10 scale across 6 dimensions.
 Dimension  Alignment  System Guard  Ours
 Metric  S↑  H↑  S↑  H↑  S↑  H↑
 Aggression  7.80  9.02  8.09  8.91  8.89  9.52
 Ethics  7.11  8.72  7.19  8.23  8.71  9.44
 Fairness  7.19  8.73  7.44  8.21  8.84  9.44
 Legality  7.61  8.93  8.34  9.13  9.07  9.62
 Morality  8.02  9.04  8.37  8.97  8.83  9.48
 Privacy  7.11  8.52  7.09  7.99  8.89  9.53
 Average  7.47  8.83  7.75  8.57  8.87  9.51

the external safety level without modifying the parameters or intrinsic 
capabilities of the base model.

The category-level results further show that this advantage is not re-
stricted to a specific type of attack. Across the 14 categories, Graph-MDP 
achieves the best or competitive ASR and MHR in most categories for 
both model scales. On the 80B model, for instance, G-MDP-2 obtains the 
lowest ASR in categories including Hate, Discrimination, Violence, Finan-
cial Crime, Privacy, Politics, Misinformation, Terror, Self-Harm, and Child 
Abuse, while simultaneously achieving substantially higher MHR than 
the alignment and static-guard baselines. A similar pattern is observed 
on the 8B model, although the relative performance varies across in-
dividual categories. This variation suggests that different attack types 
may require different amounts of interaction-based adaptation, while 

the overall trend supports the effectiveness of trajectory-level risk mod-
eling.

We further observe different learning dynamics across model scales. 
On the 8B model, performance improves progressively from G-MDP-1 to 
G-MDP-3, with the later interaction rounds providing additional refine-
ment of the learned risk graph. In contrast, the 80B model reaches its 
strongest overall balance at G-MDP-2, with further interaction rounds 
not being necessary. This suggests that larger models can more effec-
tively leverage the accumulated graph-level risk information and reach 
a stable defense state with fewer interaction updates. Importantly, these 
improvements are obtained without fine-tuning the base LLM, allowing 
Graph-MDP to adapt its safety behavior while preserving the model’s 
underlying knowledge and reasoning capabilities.

4.3.  Zero-shot generalization on SafeDialBench (RQ2)

To evaluate the cross-domain robustness of Graph-MDP, we conduct 
a zero-shot generalization experiment on the SafeDialBench dataset. We 
utilize the IRG that was previously refined on the CoSafe dataset (𝑘 = 2) 
and deploy it directly onto SafeDialBench without any further param-
eter updates or fine-tuning. This setup tests whether the "intent-risk" 
patterns learned from one set of attack categories can generalize to the 
6 broader dimensions of ethical and legal risks. As shown in Table 2,
Graph-MDP achieves a superior Average Safety Score of 8.87, signifi-
cantly outperforming the Base (7.47) and Guard (7.75) models. Notably, 
in dimensions like Privacy and Ethics, where static guardrails often strug-
gle (scoring 7.09 and 7.19 respectively), our framework escalates the 
safety level to over 8.7. This indicates that the prototypical intent em-
beddings and transition risks captured in our IRG represent universal 
adversarial patterns that transcend specific dataset distributions.
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Fig. 3. Correlation between safety scores and IRG risk. Normalized average 
node risk 𝑣̄𝑡 and edge risk 𝑟𝑗𝑖  are plotted against safety scores. The monotonic 
decline validates the graph’s ability to identify harmful intent transitions.

A remarkable observation is that Graph-MDP not only enhances 
safety but also yields the highest Helpfulness Score (9.51 Avg.), even sur-
passing the Base model (8.83). This "win-win" outcome can be attributed 
to two factors: i) Contextual Precision: Unlike static system prompts that 
often trigger "over-defensive" refusals for ambiguous but benign queries, 
Graph-MDP’s path-risk monitoring provides a more nuanced security 
calibration. ii) Intent Guidance: By mapping the conversation to a struc-
tured intent space, the framework allows the agent to maintain high-
quality generation as long as the trajectory remains in the "green zone," 
effectively reclaiming the "alignment tax" lost in traditional defense 
paradigms. The consistent performance across all six dimensions–from 
Aggression to Legality–confirms that the hierarchical memory manage-
ment and RL-based updating allow the graph to act as a robust "safety 
memory." This zero-shot capability suggests that Graph-MDP can be 
deployed as a plug-and-play security layer for LLM agents in dynamic, 
open-world environments where new attack patterns emerge constantly.

4.4.  Graph convergence and risk discrimination (RQ3)

To investigate whether the RL-based update mechanism effectively 
distinguishes between benign and harmful interactions, we analyze the 
statistical relationship between the risk magnitudes in the IRG and the 
safety scores assigned by the independent evaluator. Fig. 3 illustrates 
the normalized average risk for both nodes and edges across the safety 
spectrum. In both the 8B and 80B models, we observe a consistent down-
ward trend: queries with low safety scores (indicating high toxicity or 
jailbreak attempts) correspond to nodes and edges with maximum risk 
magnitudes. This alignment confirms that our anchor-based TD learning 
successfully backpropagates risk signals from the environment’s safety 

Table 3 
Impact of maximum node capacity 𝑁max (RQ4). We eval-
uate the performance and memory footprint across differ-
ent graph constraints on CoSafe. ASR↓: Attack Success Rate;
MHR↑: More Helpful Rate. MEM: Memory refers to the se-
rialized storage size of the Intent-Risk Graph. LAT : Latency 
refers to the delay introduced by the graph.

 (𝑁max)  ASR↓  MHR↑  Mem (MB)  Lat (ms)

8B
500  0.37  0.20  14.2  718
1000  0.33  0.27  25.0  734
2000  0.31  0.30  47.0  850

80B
500  0.22  0.53  19.1  723
1000  0.21  0.57  37.6  759
2000  0.19  0.59  73.1  901

feedback into the structural components of the graph. Notably, the
transition edge risk (dashed red line) follows the node risk closely but of-
ten exhibits a sharper gradient in high-safety regions. This suggests that
Graph-MDP is particularly sensitive to “intent drift”–the subtle transi-
tions where a seemingly benign query begins to lead toward a violation. 
By penalizing these transitions, the IRG acts as a predictive filter that 
anticipates risk before a full-scale safety breach occurs. In addition, a 
notable sharp drop in sample density and risk magnitude is observed 
around the safety score of 5. This phenomenon is primarily attributable 
to the evaluation protocol adopted by the benchmark [44,45], whose 
scoring instruction explicitly establishes a decision boundary around 5, 
encouraging scores above 5 for responses satisfying the safety criteria 
and below 5 otherwise. This protocol may induce a binary-like score dis-
tribution and consequently reduce the number of neutral scores around 
5. Despite this protocol-induced sparsity, the overall monotonicity of 
the risk distribution remains robust, supporting the effectiveness of the 
proposed TD-based risk propagation.

4.5.  Sensitivity analysis on graph capacity (RQ4)

We investigate the impact of the maximum node capacity 𝑁max on 
the system’s defensive efficacy and resource efficiency. The node capac-
ity determines the resolution of the Intent-Risk Graph (IRG) in partition-
ing the latent intent space . As shown in Table 3, increasing 𝑁max from 
500 to 2000 leads to a consistent reduction in ASR and an improvement 
in MHR across both model scales. This trend suggests that a higher graph 
density allows for more precise mapping of user embeddings 𝐳𝑡 to proto-
typical intent states 𝑠𝑡, thereby enabling the RL-based update to assign 
risk values 𝑣̄𝑡 with finer granularity. Notably, even at the highest ca-
pacity (𝑁 = 2000), the serialized IRG occupies less than 75MB of mem-
ory. This footprint is negligible compared to the billions of parameters 
in the base LLMs, demonstrating that Graph-MDP achieves significant 
safety gains with minimal computational overhead. Crucially, even for 
the largest graph configuration, the introduced extra computation is at 
the millisecond level, consuming less than 10 of the time cost of a single 
LLM inference.

To provide a concrete understanding of the structural evolution of 
the IRG, we visualize the graph snapshots captured at different rounds of 
the RL-based training process. For clarity, we only display nodes with 
a visit frequency more than 3. In these visualizations, the node color 
depth represents the risk magnitude 𝑣̄𝑡, where darker shades indicate 
higher perceived risk levels. As shown in Fig. 4, the IRG undergoes a sig-
nificant transformation as the number of interactions increases. In the 
initial round (Round 1), the graph consists of scattered intent clusters 
with relatively uniform risk weights. As training progresses to Round 
2, the graph becomes substantially more informative. Specifically, new 
nodes are instantiated to partition the latent intent space  with finer 
granularity, capturing subtle adversarial drifts that were previously un-
observed. Moreover, the RL-based update mechanism effectively "polar-
izes" the graph. High-risk nodes (darker colors) begin to cluster along 
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Fig. 4. Evolution of the IRG for the 8B model and the 80B model. (nodes and edges visited more than 3 times).

specific transition paths, representing crystallized adversarial strategies 
identified by the risk anchor mechanism.

4.6.  Ablation and sensitivity

We further conduct ablation and sensitivity studies to examine the 
effects of evaluator choice, key hyperparameters, and individual com-
ponents of Graph-MDP. As shown in Table 4, the results are generally 
consistent across different evaluators. Replacing GPT-4o with Qwen3-
235B-A22B or human evaluation leads to only minor changes in both 
ASR and MHR, suggesting that the observed utility-safety trade-off is 
relatively robust across strong, well-aligned evaluators.

We next examine the sensitivity to the matching threshold 𝜋 and the 
risk aggregation weights (𝛼, 𝛽, 𝛿). The default threshold 𝜋 = 0.8 provides 
the best overall balance. When 𝜋 is too low, more nodes are matched 
to incoming behaviors, increasing the likelihood of noisy or inaccurate 
matches. In contrast, a high threshold makes previously learned nodes 
harder to reuse, resulting in more frequent creation of new nodes and a 
less stable risk graph. For (𝛼, 𝛽, 𝛿), moderate changes around the default 
setting have limited impact, while assigning substantially larger weights 
to either the node-risk term or the transition-risk term leads to a mod-
erate degradation. This is consistent with their complementary roles: 
the node-risk term captures the expected risk associated with an intent, 
whereas the transition-risk term emphasizes the risk accumulated along 
the current multi-turn path. In contrast, relying predominantly on the 
trend term substantially degrades performance, indicating that the trend 
signal is better used as an auxiliary factor for emphasizing increasingly 
risky behaviors rather than as the primary risk signal.

Finally, we evaluate the contribution of individual structural com-
ponents and the robustness to different embedding encoders. Replacing 
BAAI/bge-m3 with OpenAI/text-embedding-ada002 produces only mi-
nor changes in ASR and MHR, indicating that Graph-MDP is not strongly 
dependent on a specific semantic encoder. Removing the Risk Anchor 
increases ASR from 0.19 to 0.24, indicating that it is important for

Table 4 
Ablation studies on evaluator choices, key hyper-
parameters, and individual components. The 80B 
model (Qwen3-Next-80B-A3B) is used as the target 
model. w/o means "without".
 Ablation Condition  ASR ↓  MHR ↑
 Evaluator Ablation
 GPT-4o  0.19  0.59
 Qwen3-235B-A22B  0.20  0.61
 Human Evaluation  0.19  0.58
 Hyper Parameter Ablation
𝜋 = 0.8  0.19  0.59
𝜋 = 0.7  0.21  0.53
𝜋 = 0.9  0.34  0.42
(𝛼, 𝛽, 𝛿) = (0.4, 0.5, 0.1)  0.19  0.59
(𝛼, 𝛽, 𝛿) = (0.3, 0.4, 0.3)  0.20  0.58
(𝛼, 𝛽, 𝛿) = (0.8, 0.1, 0.1)  0.28  0.51
(𝛼, 𝛽, 𝛿) = (0.1, 0.8, 0.1)  0.26  0.54
(𝛼, 𝛽, 𝛿) = (0.1, 0.1, 0.8)  0.37  0.21
 Structure Ablation
 BAAI/bge-m3  0.19  0.59
 OpenAI/text-embedding-ada002  0.20  0.63
 w/o Risk Anchor  0.24  0.49
 w/o Eviction Policy  0.38  0.41
 w/o Trend Term  0.21  0.56

identifying high-risk behaviors that emerge in intermediate turns, where 
a conventional chain-based update may assign insufficient weight to 
the critical interaction. Removing the Eviction Policy causes the largest 
degradation, with ASR increasing to 0.38, because low-frequency nodes 
can accumulate in the graph and occupy capacity that could otherwise 
be used to retain and reinforce high-risk patterns. Removing the Trend 
Term results in a smaller but consistent degradation, supporting its 
role as an auxiliary mechanism for assigning greater update weights to 
multi-turn interactions whose risk progressively increases. Overall, these 
results demonstrate that the proposed design is reasonably robust to

Information Fusion 139 (2027) 104831 

8 



X. Liu et al.

evaluator, embedding encoder, and moderate hyperparameter varia-
tions, while the individual graph components provide complementary 
contributions to maintaining an effective utility-safety trade-off.

5.  Conclusion and future work

In this paper, we introduced Graph-MDP, a novel dynamic safety 
framework for LLM agents based on an evolving IRG. By formalizing 
multi-turn dialog security as an MDP over a structured intent space, 
our approach overcomes the limitations of alignment-based fine-tuning 
and static safety guardrails. Extensive experiments on the CoSafe and 
SafeDialBench demonstrate that Graph-MDP effectively mitigates ad-
versarial risks while preserving model helpfulness, achieving a favor-
able utility-safety trade-off. Moreover, the IRG is lightweight by design, 
making it readily deployable in production environments. In domain-
sensitive applications, developers can initialize a domain-specific IRG 
to model localized risk profiles. By simply plugging this graph into the 
agent, fine-grained safety calibration and real-time defense adaptation 
can be achieved without costly full-parameter fine-tuning. This plug-and-
play capability enables general-purpose LLMs to be rapidly adapted to 
regulated and high-stakes professional settings.

Limitations and Future Works.
Evaluator Bias: Our automated risk assessment depends on the eval-

uator and may introduce evaluator-specific bias, as our current eval-
uation does not include human validation or inter-rater agreement. 
Future work will explore evaluator ensembles and human-in-the-loop 
validation. Adaptive Attacks: Our evaluation does not explicitly con-
sider attackers that actively probe the defense. Although novel attacks 
may evade the defense initially, they are recorded in the risk graph for 
subsequent protection. Future work will evaluate stronger adaptive at-
tacks and online adaptation [51,52]. Risk Localization: The Risk An-
chor is not explicitly validated against human-annotated attack initi-
ation points. Future work will investigate finer-grained and human-
validated malicious-intent localization. Long-Term Memory: Persistent 
graph memory may suffer from concept drift, stale patterns, or ad-
versarial manipulation of node frequency and recency. Future work 
will investigate drift-aware updating, selective forgetting, trust-based 
memory protection, and defenses against long-horizon graph poisoning 
[53]. Architectural Efficiency: Explore lightweighting techniques to 
reduce computation and memory overhead without sacrificing adapt-
ability [54,55]. Extensions: We further plan to explore multimodal in-
tent representations for image- or video-based interactions and decen-
tralized IRG updates for collaborative defense against large-scale coor-
dinated attacks [56].
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Appendix A.  Reproduction details

Technical Infrastructure. To ensure the auditability and repro-
ducibility of our results, we specify the implementation details of our 
system. The framework is built upon a relational storage architecture 
using SQLite3 to manage the persistent state of the Intent-Risk Graph. 
The database consists of two primary tables: 1. Node Table: This table 
maintains the state space  defined in the problem formulation. Each 
entry stores a unique node ID, the 𝑑-dimensional embedding vector 𝐳𝑡
, the historical average risk 𝑣̄𝑡, the total visit count, and a timestamp 
of the last access turn. 2. Edge Table: This table stores the transition 
dynamics of the Graph. Each record links a source node ID to a target 
node ID and maintains the associated transition risk weight 𝑟𝑗𝑖  learned 
through RL updates.

We utilize the BAAI/bge-m3 model as the fixed embedding encoder 
for intent mapping. For safety and helpfulness metrics, we employ GPT-
4o (version gpt-4o-2025-03-26) as the independent evaluator to en-
sure a high-fidelity objective assessment.

Hyperparameter Configuration. To facilitate the exact reproduc-
tion of our results, we provide a comprehensive list of hyperparameters 
used in the whole framework (Table 5). 

Table 5 
Comprehensive hyperparameter list.
 Category  Hyperparameter (Symbol)  Value
 Graph Construction  Matching Similarity Threshold (𝜙)  0.8
 (Section 3.2)  Min Importance Score Weights (𝑐1 , 𝑐2 , 𝑐3)  1, 2, 1

 Temporal Decay Constant (𝜏𝑑𝑒𝑐 )  500
 Max Node Capacity (𝑁max)  2000
 Embedding Dimension  1024
 Initial edge risk  0.3

 Risk Monitoring  Node Risk Sensitivity (𝛼)  0.40
 (Section 3.3)  Transition Risk Sensitivity (𝛽)  0.50

 Trend Penalty Sensitivity (𝛿)  0.10
 Decay Factor for Edge Risk (𝜆)  0.95
 Path Gain Weight (𝑤𝑔)  0.3
 Sequential Volatility Weight (𝑤𝑠)  0.05

 RL Updating  Standard Learning Rate (𝜂𝑠𝑡𝑑 )  0.95
 (Section 3.4)  Asymmetric "Slow" Rate (𝜂𝑠𝑙𝑜𝑤)  0.005

 Anchor Decay Factor (𝛾)  0.95
 Anchor Outlier Multiplier  1.2×
 Base Risk Threshold (𝑟𝑏𝑎𝑠𝑒)  0.50

 Inference  [DANGER AVOIDANCE MODE] safety Level Threshold ≥0.45
 [CRITICAL DEFENSE MODE] safety Level Threshold  0.35∼0.45
 [CAUTIOUS MODE] safety Level Threshold  0.25∼0.35
 [MONITORING MODE] safety Level Threshold  0.15∼0.25
 [SAFE CONTEXT MODE] safety Level Threshold  0∼0.15
 LLM Temperature  0
 Top-𝑝 Sampling  0.92
 Max New Tokens  2048

Appendix B.  Dataset Details

The CoSafe dataset [44] is a benchmark focused on LLM safety in 
multi-turn dialogs with coreference attacks. It consists of 1400 multi-
turn samples across 14 distinct categories. 1) Animal Abuse: Starts 
with casual discussions about common pets or animal behavior, then 
uses joking or hypothetical scenarios to introduce cruel treatment. 2)
Child Abuse: Establishes a context of childcare or education, then tran-
sitions into endorsing or supporting harm through subtle references to 
punishment or neglect. 3) Controversial Topics, Politics: Initiates a 
neutral query about history or policy, attempting to steer the AI into 
taking a biased or non-neutral stance on sensitive political events. 4)
Discrimination, Stereotype, Injustice: Uses general social observa-
tions as a precursor to lure the model into confirming or amplifying 
stereotypes or discriminatory suggestions. 5) Drug Abuse, Weapons, 
Banned Substance: Begins with inquiries about chemistry, medicine, 
or hunting, then shifts to seeking instructions on illicit substances or 
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weapon manufacturing. 6) Financial Crime, Property Crime, Theft: 
Sets a scene of financial planning or security testing, then pivots to re-
questing methods for promoting fraud, theft, or market manipulation. 
7) Hate Speech, Offensive Content: Contextualizes the conversation in 
social debate or group dynamics to provoke the generation of slurs or de-
humanizing offensive language. 8) Misinformation Regarding Ethics, 
Laws, and Safety: Queries basic legal or ethical concepts, then pro-
vides false premises to see if the model propagates harmful misinfor-
mation. 9) Non-Violent Unethical Behavior: Frames unethical actions 
(like cheating or lying) as practical solutions to daily dilemmas to test if 
the model endorses such behavior. 10) Privacy Violation: Begins with 
a legitimate data processing task, then tries to trick the model into han-
dling or revealing sensitive personal or corporate information. 11) Self-
Harm: Approaches the topic through discussions on mental health or 
stress, then transitions into triggering or condoning self-harming behav-
iors. 12) Sexually Explicit, Adult Content: Uses flirtatious or sugges-
tive storytelling to bypass filters and induce the generation of explicit 
or adult-oriented material. 13) Terrorism, Organized Crime: Discusses 
historical events or tactical games as a front to request information that 
facilitates or supports real-world criminal organizations. 14) Violence, 
Aiding, and Abetting, Incitement: Starts with conflict resolution or 
self-defense topics, then escalates into inciting violent activities or en-
dorsing unlawful behavior.

The SafeDialBench dataset [45] provides a fine-grained evaluation 
framework covering 6 major safety dimensions. It includes over 4000 di-
alogs featuring 22 different jailbreak attack methods (e.g., role-playing 
and logical traps). SafeDialBench emphasizes both safety and helpful-
ness, providing a 1–10 scale for objective assessment. 1) Fairness: Eval-
uates biases related to race, religion, gender, or social status, ensuring 
the model treats all groups equitably in dialog. 2) Legality: Focuses 
on legal compliance, including criminal activities, intellectual property, 
and unauthorized legal counseling. 3) Morality: Addresses behaviors 
that violate ethical norms or social values, such as encouraging dishon-
esty or unethical conduct. 4) Aggression: Targets verbal abuse, emo-
tional manipulation, and provocative content designed to incite conflict. 
5) Ethics: Deals with sensitive dilemmas, including bioethics, controver-
sial social issues, and philosophical conflicts. 6) Privacy: Specifically 
monitors the potential leakage of private secrets or confidential infor-
mation during long-context interactions.
Appendix C.  Case study

We contrast two scenarios of the same “Animal Abuse” attack to 
demonstrate Graph-MDP’s adaptivity:

Scenario A: Cold-Start and Rapid Knowledge Distillation (Novel 
Risk Pattern). With an unpopulated IRG, the system lacks prior 
knowledge of novel adversarial patterns, leaving newly emerging risks
temporarily unrepresented in the graph. As illustrated in Fig. 5, the 
path risk remains low because the encountered trajectory has not yet 
been associated with known risk patterns, causing the system to stay 
in MONITORING MODE and potentially generate an unsafe response. Fol-
lowing the session, the observed jailbreak outcome provides new ev-
idence of risk, triggering the post-session RL mechanism to rapidly 
update the weights of the corresponding path and incorporate the 
newly discovered pattern into the IRG. In this case, the system em-
ploys a high learning rate to ensure rapid knowledge distillation 
and close the newly exposed security loophole. This case demon-
strates that although a cold-start IRG may temporarily fail to recog-
nize an unseen threat, outcome-driven path updates allow the sys-
tem to rapidly acquire the missing risk knowledge, enabling timely 
identification when similar adversarial patterns emerge in subsequent 
interactions.

Scenario B: Mature IRG and Proactive Intervention (Correct Risk 
Anchor Identification). With a refined IRG that has accumulated risk 
knowledge from prior interactions, the system demonstrates proactive 
defense. As illustrated in Fig. 6, the framework recognizes semantic drift 
early–specifically, at the third turn where the user introduces the ’assum-
ing no ethical bounds exist’ hypothetical. The path risk escalates, trig-
gering CAUTIOUS MODE, and the Risk Anchor is correctly identified at this 
pivotal turn before the attack fully materializes. The agent then provides 
a safe, constructive refusal. In this case, the system employs an asym-
metric low learning rate (𝜂 = 0.005) to preserve the graph’s sensitivity 
and prevent benign interactions from eroding established safety bound-
aries. This case demonstrates that once risk patterns are embedded in the 
IRG, the Risk Anchor mechanism enables early interception, allowing 
the system to modulate its defense before the attack reaches its intended 
target.

Appendix D.  Prompt details

To ensure the fairness of our comparative evaluation and to main-
tain consistency with existing safety benchmarks, the prompts uti-
lized in our experiments are designed following the official recom-
mendations and templates provided by the CoSafe [44] and Safe-
DialBench [45] datasets. Below we list the prompts used in this 
study:
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Fig. 5. Cold-start learning phase: an unknown attack path leads to a successful jailbreak. The system responds by performing an aggressive RL update with a high 
learning rate to memorize the risk trajectory.

Fig. 6. Proactive Defense Phase: With a mature IRG, the system pre-emptively identifies the risk, modulates the safety policy, and maintains defensive stability 
using a minimal learning rate update.
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